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Disclosure

GPA ACCREDITATION plus has developed the following template for a General Practice Information Disaster Recovery Plan as a guide only, Practices will need to consider if all sections are relevant to their Practice before utilising the template.

Computer Security Policy

Enter your computer security policy
Asset register

You may wish to record details for all computers and other technology located within the Practice.
	Item
	Location
	Person responsible
	Comments

	
	
	
	


Contact details

Include the contact details for IT help desks and administrators, software companies, retailers, insurance company, etc.
	Company
	Name
	Address
	Phone
	May need to contact for:

	
	
	
	
	


Responsibilities

Include all staff members that may be responsible for an area of computer security.
	Name
	Position
	Responsibility
	Availability

	
	
	
	


Potential Disasters 

EXAMPLE ONLY:

	Potential Disaster
	Plan
	Person/s Responsible

	Power Failure
	Identify reason for power failure

1. Ensure appliance in plugged in (Location of power points)

2. Check Power is connected to building (location of power box)

3. Check fuses are intact (describe where to locate these)

4. Contact power company for reasoning (include company name and contact details)
	Practice Manager


Potential disasters to consider incorporating into IDRPlan, include:



File corruption (virus)

Network failure

Server failure

Internet disruption

User error

Deletion of files, records etc.
Critical Functions 

EXAMPLE ONLY:
	Critical Function
	Plan
	Person/s Responsible

	Appointment System


	Implement manual appointment system.

1. Locate daily printout of Appointment schedule.

2. Locate manual appointment book under front reception desk.

3. Run appointments for this day as per ‘appointment schedule’. All new appointments or walk in appointments will need to be made in manual book.

4. Record patient name and phone number so contact can be made if needed.

5. Be diligent in writing down appointments, as these will be entered into computer once appointment program is functioning again.


	Senior Reception staff


Other Critical functions to consider incorporating into IDRPlan, include:



Accounts / billing system

Medicare claims

Receiving test results

Recording of consultation notes

Referral system

Prescription system

Recall and reminder system
Restoration / Recovery Following Disaster

EXAMPLE ONLY:
	System restoration
	Plan
	Person/s Responsible

	Reinstate electronic appointment system
	1. Locate Appointment program in application folder on server.

2. Run ‘install’ option by double clicking on ‘InstallMENow’

3. Recover data from back up disk - put disk into computer and open files - select export in the file menu and select the appointment system

4. Enter all data from manual appointment book.

5. Ensure all patient data is correct.

6. Save the Appointment system.
	Senior Reception staff


Other Critical functions to consider incorporating into IDRPlan, include:



Re-install software,
Restore computerised patient health records (enter manual notes)


Reinstall Accounts / billing system

Process manual Medicare claims

Scanning all manually received test results

Reinstate computerised prescription system

Update recall and reminder systems
Testing Of Information Disaster Recovery Plan

EXAMPLE ONLY:
	Check/Test Recovery procedure


	Last tested


	Next test due
	Person/s Responsible

	Reinstall accounting software - contingency plan
	15/05/2006
	15/05/2007
	Accounting officer

	Reinstall appointment software - contingency plan
	15/05/2006
	15/05/2007
	Senior Receptionist

	Power failure - contingency plan
	15/05/2006
	15/05/2007
	


NOTE: This table should include all ‘critical function’ plans (see page 5) and ‘potential disaster’ plans (see page 4).
Review And Assessment Of Information Disaster Recovery Plan

EXAMPLE ONLY: NOTE - you may wish to have this part of the plan as a database or spreadsheet - to enable staff to add and/or make amendments as needed.
	Disaster


	Date of disaster


	IRDP plan last tested
	Person/s Responsible
	Problems identified
	Comments
	Action to be taken
	Action

Complete

Y/N

	Water leakage in Front office


	16/06/2007
	15/05/2007
	Senior receptionist
	Front window was left open during storm and water came in through window and leaked into power board and short-circuited all equipment in front office.
	
	Anthea to contact Window company to get quote for awning.
	

	
	
	
	IT Administrator
	Reinstalling of accounting software.
	Second Zip drive did not automatically restore
	Speak to IT regarding this to automate.
	

	
	
	
	Receptionists
	Scrap paper to record payment details for appointments
	Two patients were missed when entering payments once system was recovered.
	Created book to keep under reception desk for recording details of payments.
	

	Corruption of Medical Director 2
	18/06/2007
	15/05/2007
	IT Administrator
	Lose two days data as back up is only completed every second day
	
	Back up system is now completed twice daily. Tapes are only overwritten after one week.
	


This table should include all problems identified from implementation of any contingency plans.
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